Confidentiality (K)

still apply?

data?

Is the information to be regarded as
confidential to employees or third parties?
Is there privacy or does extra protection

Does the information contain personal

Yes

Examples of information

Is the information of value to the organisation
(financial or otherwise)?

Does the information contain confidential
information?

Does the information contain
contractual confidentiality?

Does the information contain
information that is subject to other
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Yes

No

Class 1

Does the information contain sensitive personal
data?

or

Does the information have special
confidentiality requirements?

No Yes

|

Class 2 Class 3

Class 0

Class 1

Class 2

Class 3

Information presented publicly on the MIUN web, public document that does not contain confidential information

Personal data (anything that can be linked to a person) that is not sensitive. Information that does not contain confidential information, contracts/agreements, working
materials

Information found in the financial system, logs, research data, procurements.

Sensitive personal data or information linked to a person with a protected identity, passwords, crypto keys, firewall rules, particularly sensitive research data

Possible Consequences of Shortages

Class 0

Class 1

Class 2

Class 3

No consequences
May cause discomfort or limited financial loss to individuals, or limited damage to the University or third parties
May cause significant discomfort or financial loss to individuals, or significant harm to universities or third parties

May cause harm to the life or health of individuals, or cause serious discomfort or financial loss to a large number of individuals, or very serious/catastrophic

damage to the University or third parties




Accuracy (R)

Can incorrect information cause harm?

Can inaccurate information cause _
significant discomfort or financial loss to

o

Mid Sweden
University

MID SWEDEN UNIVERSITY

Can the information cause harm to the life or health
of individuals, or cause serious discomfort or
financial loss to a large number of people, or very

individuals, ignificant h to th > ) ) . .
Yes lLrJ]niI\\jler:: SO?:hSiL?jnl ;(:rizizsvarm othe Yes serious/catastrophic damage to the University or
y P ’ third parties based on the University's mission?
No
‘ No No Yes
Class 0
Class 1 Class 2 Class 3
Examples of information
Class 0
Class 1 General information to external users, internal/external communication via e-mail, personnel matters, logs.
Class 2 Research material, articles, student assignments in undergraduate and postgraduate education,
logs, procurements.
Class 3 Clinical/patient data, passwords, firewall rules, particularly sensitive research data.
Possible Consequences of Shortages
Class 0 No consequences
Class 1 May cause discomfort or limited financial loss to individuals, or limited damage to the University or third parties
Class 2 May cause significant discomfort or financial loss to individuals, or significant harm to universities or third parties
Class 3 May cause harm to the life or health of individuals, or cause serious discomfort or financial loss to a large number of individuals, or very serious/catastrophic damage to the University
or third parties




Availability (T)

Do interruptions have a negative
impact on the business?

Yes

No

Class 0

Examples of information

A

Do interruptions lasting more than 4 hours
have a negative impact on the business?

Yes
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Class 1

serious/catastrophic damage?

| Are there requirements for complete redundancy
| orcould inaccessible information'lead to

No

Class 2

Yes

Class 3

Class 0

Class 1

Class 2

Class 3

Personnel matters, financial data, payroll lists,

logs

Research materials, articles, student assignments undergraduate and postgraduate education,
logs, procurements

Systems that affect life and health

Possible Consequences of Shortages

Class 0

Class 1

Class 2

Class 3

No consequences

May cause discomfort or limited financial loss to individuals, or limited damage to the University or third parties
May cause significant discomfort or financial loss to individuals, or extensive harm to universities or third parties

May cause damage to the life or health of individuals, or cause serious discomfort or financial loss to a large number of people, or very serious/catastrophic damage to the University

or third parties, based on the University's mission.
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